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About TWON
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nia), FZI Forschungszentrum Informatik (Germany), Karlsruher Institut für Technologie (Germany), Robert
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Executive Summary

To investigate the impact of online social networks (OSNs) on democratic debates, the project has devel-

oped a suite of software platforms that enable experimentation, analysis, and demonstration of simulated

digital replicas of OSNs, referred to as TWONs. These platforms are designed to support different dimen-

sions of the research, ranging from empirical case studies to public engagement. In total, five platforms

have been implemented, each with a distinct focus:

1. A use case–oriented platform validated through interaction with actual users;

2. Large Scale Simulation (LSS) platform optimized for straightforward configuration;

3. LSS platform with UI for human interaction with agents;

4. TWON Base Simulation platform incorporating plug-in agents to enable flexible experimentation;

5. A demonstrator platform designed to communicate the project’s results to a general audience.

The deliverable provides an overview of the design, scope, and functionality of each platform and dis-

cusses their role within the broader research and dissemination activities of the project. Collectively, these

platforms constitute a versatile software infrastructure that will underpin the project’s empirical investiga-

tions, methodological developments, and outreach efforts in subsequent phases.
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1 Introduction

Online social networks (OSNs) have become central arenas for public discourse and democratic engage-

ment, yet their scale and complexity make them difficult to study under controlled conditions. To address

this challenge, the project has developed a set of experimental software platforms—collectively referred to

as TWONs—which serve as simulated digital replicas of OSNs. These platforms provide controlled environ-

ments for investigating information flows, user behaviour, and the dynamics of public debate, while also

supporting methodological development and public outreach.

This deliverable documents the design, scope, and functionality of the five TWON software platforms

developed to date. It focuses on their technical architectures, implementation choices, and intended roles

within the project’s broader research and dissemination activities. The platforms are:

– A use case–oriented platform, validated through interaction with real users to support applied em-

pirical studies;

– An LSS platform optimised for straightforward configuration, enabling rapid experimental setup and

execution;

– An LSS platform with a user interface for human–agent interaction, supporting mixed human–simu-

lation experiments;

– The TWON Base Simulation platform, a modular framework with plug-in agents to enable flexible

experimentation;

– A demonstrator platform, designed to communicate project results to a general audience in an acces-

sible way.

This deliverable builds on top of deliverables that were submitted fromWP2, WP3 and WP4, and is pre-

ceding D4.4, which will provide Computation report on the ran simulations.

2 A use case–oriented platform validated through interaction with

actual users

We have developed a web application for human participant studies, designed with scalability, privacy,

and secure data handling. The platform is hosted separately from the database and runs independently. It

enablesmultipleparticipants to join simultaneously throughunique linksgeneratedper study. This ensures

that each participant is tracked individually and prevents duplicate entries, maintaining the integrity of

the research data. We presented the platform for simulating debates on social media using digital twin
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Figure 1: How TWON Social Media Works: A visual breakdown of the application’s architecture from user
interface to database storage

methodology at the European Data Science Day, part of the 30th ACM SIGKDD Conference on Knowledge

Discovery and Data Mining (Sittar et al. (2024)).

2.1 Architecture

TheTWONsocialmediaapplication followsaclassicMERNstackarchitecture. As shown inFigure1, theplat-

form’s architecture is composed of several interconnected layers and components, which are described in

detail in the following sections. User interactswith the Frontend layer, which is connectedwith theCommu-

nication Layer. Backend layer is built with Node.js and communicates bothwith Communication Layer and

the Database Layer (MongoDB) for storing the captured data. The platform is open source and is available

at: https://github.com/abdulsittar/TWON_STA_Case_Study.

2.2 Implementation details

Frontend Layer - User Experience and Interface

The frontend layer is built using React.js with Redux for state management, creating a dynamic and re-
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sponsive user interface to handle all user interactions. The application includes several key components:

user authentication modules for registration and login, social interaction features for creating and man-

aging posts and comments, and a sophisticated UI system that supports both light and dark themes. The

frontend also incorporates an admin panel that provides administrative users with comprehensive control

over the platform, including the ability to manage posts, users, and comments. Additionally, an explore

page allows users to discover content from other users through a paginated interface, while profile pages

display user information, posts, and social connections like followers and following lists. The Redux store

centralizes state management, ensuring consistent data flow throughout the application and maintaining

user preferences and session information. See Figure 2 for example posts.

Communication Layer - API and Data Transfer

Between the frontend and backend lies the HTTP communication layer, which facilitates all data exchange

through RESTful API calls. This layer implements JWT (JSON Web Token) authentication to ensure secure

communication between the client and server. The system supports real-time features through push notifi-

cations, which require public and private keys configured in the environment variables. All communication

is designed to be stateless and follows REST principles, making the API predictable and easy to maintain.

The communication layer also handles error responses, data validation, and ensures that sensitive infor-

mation is properly encrypted during transmission.

Backend Layer - Business Logic and Processing

The backend layer, built with Node.js and Express.js, serves as the application’s core processing engine.

This layer containsmultiple specialized services that handle different aspects of the application’s function-

ality. The authentication service manages user registration, login, and JWT token generation, while im-

plementing secure password hashing with salt encryption to protect user credentials. User management

services handle CRUD operations for user profiles, following and unfollowing functionality, and profile up-

dates. The post management system allows users to create, edit, and delete posts while tracking views

and reads, andmanaging likes and dislikes. A comprehensive comment system supports nested comments

with their own like and dislike functionality. The admin services provide dashboard analytics showing total

counts of posts, users, and comments, along with content moderation capabilities. Various middle-ware

components handle cross-origin requests (CORS), rate limiting to prevent abuse, and comprehensive error

handling to ensure application stability.

Database Layer - Data Persistence and Management

MongoDB serves as the application’s primary database, organizing data into several specialized collections.

The Users collection stores user profiles, authentication credentials, and social connection data including

followers and following relationships. The Posts collection maintains all user-generated content, associ-

ated metadata like creation dates and author information, engagement metrics such as likes and dislikes,

Deliverable D-4.2 September 26, 2025 7



and tracking data for views and reads. The Comments collection stores comment content with references

to their parent posts, engagementmetrics, and supports the hierarchical structure needed for nested com-

ments. An Analytics collection captures user activity patterns, performance metrics, and data required for

the admin dashboard’s statistical displays. Finally, a Sessions collectionmanages JWT tokens, active login

sessions, and user preferences like theme selection. This database structure supports efficient querying

andmaintains referential integrity across related data.

Security and Deployment Considerations

The application implements robust security measures throughout all layers. JWT authentication provides

stateless session management, while password encryption with salt ensures that user credentials remain

secure even if the database is compromised. The system is designed to communicate over HTTPS to pre-

vent man-in-the-middle attacks and data interception. For deployment, the frontend is built and served

from port 3000, while the backend runs on a separate Node.js server instance. The MongoDB database can

be hosted locally during development or deployed to cloud services for production use. The application

also integrates with external services for enhanced functionality, including push notification services for

real-time user engagement and potentially cloud storage services for handling media uploads and static

assets. This comprehensive architecture ensures that the TWON social media application can scale effec-

tively while maintaining security and performance standards expected of modern web applications.

2.3 User interaction

This platformhas already been successfully used in two case studies, forwhich detailswill be found in deliv-

erable 5.3 (M36). Users are first presented with a sign up page and pre survey questions. Upon completing

those, they access the platform (see Figures 2 and 3 for example). In the platform, interactions are carefully

monitoredandmanaged through the frontend. Users can like, dislike, or commentonposts,withcomments

requiring navigation to the post’s detail view. The platform enforces aminimum interaction threshold: par-

ticipantsmust performapredefinednumber of actionsbeforeproceeding to thepost-survey,which collects

study-specific responses. Once the threshold ismet, a pop-up guides the user to the post-survey, and com-

pleting this surveymarks the study as finished. An info button is available at all times to provide context or

guidance.

3 LSS platform optimized for straightforward configuration

LSS is a Node.js-based research platform designed for conducting large-scale social media simulations us-

ing Large Language Model (LLM) agents. This platform enables researchers and developers to study agent

behaviours, interaction patterns, and emergent phenomena in controlled social media environments. Im-
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Figure 2: Screenshot example of the platform used in the RKI study

Figure 3: Screenshot example of the platform used in the STA study
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Figure 4: LSS platform schema with architecture

plementation approach is visualized in Figure 5. This platform is open source and is available at: https:

//github.com/abdulsittar/LSS.

3.1 Technical Architecture and Components

The LSS platformaims to create realistic socialmedia simulations. The simulation uses the Barabási–Albert

(BA) model, which grows the network over time and connects newcomers preferentially to already well-

connected nodes. This creates realistic social network structures with hub nodes (highly connected users)

andperipheral nodes (less connectedusers), yielding apower-law–likedegreepatternwheremost have few

links and a few have many. It’s a strong baseline for social-media-style systems, though real platforms can

diverge due to directionality, clustering, recommendation algorithms, and user heterogeneity. The plat-

form operates on several key technical layers. At its core, it uses LLM agents that can generate posts and

comments based on configurable topics and models. The system implements a sophisticated behavioural

model where each agent has dynamic attributes including time budgets and motivation levels. The time

budget formula is calculated as: Ti = 100 - 20 * (number of posts) - 20 * (number of comments) - 5 * (number

of likes + dislikes), representing how agent activity decreases their available time. Similarly, motivation is

tracked using: Mj = initial motivation + 5 * (likes received) - 5 * (dislikes received), creating realistic feedback

loops where positive engagement increases agent motivation while negative engagement decreases it.

Key Features and Capabilities The LSS platforms functions include agent-based social media interac-

tions, network visualization, sentiment analysis, and data export functionality. The system can run social
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media simulations with LLM agents, generate network (Barabasi), visualize agent interactions and social

graphs, perform sentiment analysis of posts and comments from top users, and export data and visual in-

sights. The integration with Together AI or other LLM APIs (from WP3 or others) enables agents to create

contextually appropriate posts and responses.

3.1.1 Architecture based on probabilistic model

It employs a two-stage hierarchical approach combining probabilistic scheduling with domain-specialized

fine-tuned language model agents to simulate realistic social media interactions. The framework consists

of two primary components: (1) a Timeline-Based Probabilistic Model that serves as an environmental

scheduler, and (2)Domain-Specialized Fine-tunedAgents that generate contextually appropriate content

based on the scheduler’s decisions.

The probabilistic scheduler is implemented as amulti-output neural network that simultaneously predicts

four key dimensions of social media behaviour: agent selection (which agent should act next), action clas-

sification (post vs. reply), temporal prediction (timing of next action), and context setting (emotional tone

and topical focus for content generation). Themodel is trained on 88,330 conversation items spanning April

2019 to April 2020, focusing on AI and cryptocurrency discussions. Our Timeline-Based approach generates

93,440 chronological training pairs—18.7× more than baseline methods—through complete conversation

sequence learning rather than isolated post-reply pairs. Given the current state S(t) at time t, the model

computes probability distributions over the action space. The timeline manager determines which agent

should act next based on the current time, agent, context, and action. The selected fine-tunedmodel then

generates a new post or reply for the chosen agent, creating realistic conversation flow (see Figure 5).

We implement a single fine-tuned language model that serves as both AI and cryptocurrency agents. The

model is trained on conversations from both domains (AI technology and cryptocurrency discussions) to

capture the vocabulary, argumentation patterns, and discourse styles across both topic areas.

– Agent A (AI Focus): The same fine-tuned model called when the probabilistic scheduler determines

AI-related content is needed.

– Agent B (Crypto Focus): The identical fine-tunedmodel calledwhen cryptocurrency-related content

generation is required.

When called by the probabilistic scheduler, the fine-tunedmodel generates content based on provided

context including action type (post/reply), emotional context, topical focus, temporal context, and conver-

sation history. The model’s training on both domains enables it to produce contextually appropriate re-

sponses regardless of which agent role it is fulfilling. We presented our work on designing AI agents for

social media at the 28th International Multiconference Information Society SiKDD, highlighting methods
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Figure 5: Overview of the proposedmethodology for conversation simulation

for intelligent interaction and content moderation Sittar et al. (2025b).

4 LSS platformwith UI for human interaction with agents

4.1 Architecture

We next developed a TWON platform to simulate social media debates by integrating human interaction

within a controlled network framework. TWON simulations is a typescript-based research platform de-

signed for conducting large-scalemulti-agent socialmedia simulations using LLM agents. This platformen-

ables researchers and developers to study agent behaviours, interaction patterns, and emergent phenom-

ena in controlled social media environments, e.g. explore how agents perceive information, adjust their

emotions and stances, and provide insights into social media dynamics. The platform is open source and

available at: https://github.com/abdulsittar/TWON_Simulations. Agent-based simulations have

been effectively used to model online political discussions, providing insights into voter behaviour during

elections in Germany, as presented at the ESWC 2025 Workshops and Tutorials (Sittar et al. (2025a)).

4.2 Technical Architecture and Design

TWON simulations follows a modern full-stack architecture with clear separation between frontend and

backend components. The system is built using typescript throughout, ensuring type safety and better

code maintainability. The platform implements a multi-agent framework where LLM agents within a sim-
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Figure 6: Configurations to setup a simulation

ulated social network specifically look at how information is spread, utilizing generative agents to control

behaviour patterns. The backend serves as the simulation engine, built on Node.js with typescript, han-

dling all computational aspects including agent life cycle management, LLM integration, data persistence,

and real-time analytics. It uses MongoDB for data storage and implements RESTful APIs for communication

with the frontend. The frontend provides a modern React-based user interface with tailwind CSS styling,

featuring dark mode support and real-time visualization of simulation metrics.

5 TWONBaseSimulationplatformwithplug-inagents for flexibleex-

perimentation

TWON Base Simulation platform is a modular framework for experimenting with how conversations and

content spread on social platforms at scale. The platform is configured in a way one can mix and match

building blocks—agents, ranking logic, and simulation drivers—and choose between built-in models like a

Bounded Confidence Model or an LLM-powered “TWON-base.” It supports different platform styles (e.g.,

X/Twitter-like or Reddit-like feeds), lets agents read, react, and post, and then saves results in structured

files for analysis. The design is lightweight and API-driven, so teams can plug in their own components or

connect external serviceswithout committing to a specific deployment setup. The platformwas developed

by University of Trier and is open-source (Apache 2.0 license), the code is available at: https://github.

com/cl-trier/TWON-LSS.
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Figure 7: Schematic workflow of the TWON Base Simulation platform

5.1 Architecture

The platform is organised into four cohesive areas. A set of interfaces defines the plug-in points for agent

logic, content ranking, and simulation orchestration. A collection of schemas captures the core data mod-

els—users, posts, per-user feeds, and the social graph. Reference simulations include both the bounded-

confidencesetupand theLLM-drivenTWON-Base. Autility layerprovidescommonservices suchas language-

model integration and noise injection. See Figure 7 for details.

At runtime, a simulation composes a ranker that scores and orders content, a population of agents that

read, react, and generate content, and a network-and-feed substrate that handles message routing, time-

lines, and notification-like mechanics. The design is deliberately lightweight and API-driven so teams can

introduce custom components or connect external services without committing to a specific deployment

model. Scalability is achieved through modular components and step-wise execution with progress track-

ing, enabling large-scale experiments.

5.2 Implementation details

The implementation is in Python. The platform uses a network-analysis library to model social graphs and

support neighbour discovery. Simulations produce JSON artefacts—network state, feeds, and individual

trajectories—and expose provider-agnostic hooks for LLM integration. It requires no stateful database, is

packaged as a Python library (interfaces, schemas, utilities, simulation modules) without a frontend, and

integrates with other tools via exported data.

5.3 User interaction

The platform is API-first. Users compose experiments by selecting a simulation (for example, TWON-Base),

choosing or implementing an agent and a ranker that satisfy the corresponding interfaces, and configuring
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network size, interaction limits, and step count. Execution proceeds in discrete steps; upon completion,

the platform emits JSON files that capture the network, feed histories, and final agent states, which can be

analysed in external tools. See Figure 8.

6 TWONy demonstrator for general audience

microTWONy is a browser-based micro-simulation that showcases how generative agents and recommen-

dation policies shape the emotional tone of social-media feeds. Users seed the system with a post, se-

lect a languagemodel, and choose between a chronological baseline or an emotion-prioritising ranker; au-

tonomous personas then populate the feedwhile the interface tracks positive and negative valence at feed-

anduser-level over time. Visual cuesoneachpost surfaceemotioncategories, andcompactdashboardsdis-

play trajectories of emotionality and emerging polarisation. Ranking parameters (including the weighting

of positive versus negative affect) and agent prompts/personas are directly editable, enabling rapid what-if

experiments without real-user data. In sum, microTWONy provides a concise, configurable demonstration

of TWON’s core ideas—recommendation effects, emotional contagion, and discourse dynamics—suitable

for inclusion alongside the main simulation platform. The platform was developed by University of Trier

and is available at: https://simon-muenker.github.io/TWONy-micro/. See deliverables from WP3 for more

details on TWONy.

7 Conclusions

In conclusion, this deliverable documents how the project has progressed from the idea of building a sin-

gle, general-purpose simulation platform to a coherent suite of purpose-built TWONplatforms that address

distinct research and outreach needs. Together, the five implemented platforms provide an end-to-end

capability: from configuration-friendly large-scale simulation and human-in-the-loop interaction, through

flexible, plug-in experimentation in TWON Base, to concise demonstrations for public communication. In

parallel to the demonstrator presented here, additional public-facing demonstrators (e.g. macroTWONy,

ethicsTWONy) are being developed to broaden engagement and transparency around OSN dynamics and

recommendation effects (https://www.twon-project.eu/twony/). This diverse tools support empirical case

studies, methodological advances, and stakeholder dialogue with tools, each optimized for their specific

tasks. Concretely, project partners are directly benefiting from the platforms: UvA has used the Use case-

oriented platform for two case studies; JSI (with KIT and UT) has used LSS platforms for straightforward

configuration and human interaction to run the midscale simulation; UT and KIT are running the LSS with

the TWON Base Simulation platform, and the project dissemination (FZI, DIA) heavily relies on the demon-

strators, such as microTWONy.
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Figure 8: Step-by-step simulation workflow with the TWON Base Simulation platform
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Looking forward,weare planning to connect the TWONsocialmedia platformwith the large-scale simu-

lation (LSS) platform to enable hybrid studies that incorporate both real human participants and AI agents.

This integration will allow us to conduct richer case studies and larger-scale simulations, combining em-

pirical human behaviour with controlled agent-based interactions. By merging the strengths of the TWON

platform’s human-in-the-loop capabilities with the scalability and flexibility of the LSS platform, we aim to

investigate complex social dynamics, information propagation, and emergent behaviours in social media

ecosystems at unprecedented scale. This platform is open source and is available at: https://github.

com/abdulsittar/hybrid-social-platform.

In the last phase of the project we will run the LSS platforms: large, at orders of magnitude greater

scale, simulation campaigns driven by different network dynamics, schedulers, and domain-specialised

(fine-tuned) LLM agents. We will vary network size and seeding, agent time-budget/motivation parame-

ters, topics, and ranking services to answer concrete research questions about information flow, engage-

ment dynamics, and the effect of alternative ranking choices. These efforts will enable systematic explo-

ration of democratic-debate dynamics under varied recommendation regimes, provide evidence for policy-

relevant assessments, and feed lessons learned back into the platforms’ design, ultimately maturing the

TWON ecosystem into a scalable, reliable infrastructure for research and public engagement.
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